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For the commercial bank but speeches of China, the management of the 
operation risk is a weak link, but the information science and technology operate the 
management of the risk is also a" blind area".Deepen along with the 
information-based degree of commercial bank, the loss that the information science 
and technology  operation risk bring is in the significant increment now.How usher 
in the management technique that the forerunner's information science and 
technology operates the risk, build up the information science and technology  
operation risk management structure as soon as possible, have already become the 
commercial bank nasty to need urgent problem for resolve. 
This paper around the commercial bank information science and technology 
management of the realistic problem, the theories that pass to operate the risk 
management, combine the current foreign commercial bank the operation risk 
management of latest development, carry on the thorough detailed analysis to the 
information science and technology operation the risk circumstance of the Chinese 
large commercial bank, put forward the commercial bank information science and 
technology operation the strategy and method that risk management, and put 
forward an information science and technology operation risk management frame, 
try to provide an information science and technology operates the risk of implement 
path. 
This paper lays particular emphasis on the actual operation of the information 
science and technology  risk management, theories the analysis also is this one is 
the utmost eventually purpose.This text around" what is the information science and 
technology operation risk" and" how manage the information science and 
technology  operation risk" two greatest problems launch the treatise, passing to 
apply theories of foreign advanced risk management, in this realm of the 
information science and technology, information science and technology that builds 
up science manages structure and the perfect information science and technology  
operation risk  management systems are unique paths, hope that this paper can do a 
some contribution to the information science and technology  operation risk 
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 1
第 1 章  概  述 
1.1 研究背景 




2007 年 12 月 21 日招商银行因核心网络设备故障，业务无法进行，虽启动应急
预案，仍中断营业近 1 小时。有报道称 2009 年元旦前后，中信银行 9 万客户资
金离奇被盗，后来监管部门认定，中信银行网银存在重大漏洞导致客户资金被
盗。2011 年 1 月 21 日，建设银行因系统参数设置原因，导致广东省部分地区
短信通客户账户余额被清零。2011 年 4 月 12 日下午，韩国农协银行的电脑网
络遭黑客恶意攻击，导致客户无法取款、转账、贷款，无法使用信用卡，系统
故障一直持续了三天，直到 4 月 15 日才恢复部分服务，而有些服务直到 4 月





为：自动取款机 1.4 万美元；网络票务 6.9 万美元；机票销售 8.95 万美元；目



























2007 年 12 月 1 日 招商银行 因核心网络设备故障，业务无法进行。 
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